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Abstract—Information is a perennially significant business asset in all organizations. Therefore, it must be
protected as any other valuable asset. This is the objective of information security, and an information security
program provides this kind of protection for a company’s
information assets and for the company as a whole. One
of the best ways to address information security problems
in the corporate world is through a risk-based approach.
In this paper, we present a taxonomy of security risk
assessment drawn from 125 papers published from 1995
to May 2014. Organizations with different size may face
problems in selecting suitable risk assessment methods that
satisfy their needs. Although many risk-based approaches
have been proposed, most of them are based on the old
taxonomy, avoiding the need for considering and applying
the important criteria in assessing risk raised by rapidly
changing technologies and the attackers knowledge level.
In this paper, we discuss the key features of risk assessment
that should be included in an information security management system. We believe that our new risk assessment
taxonomy helps organizations to not only understand
the risk assessment better by comparing different new
concepts but also select a suitable way to conduct the risk
assessment properly. Moreover, this taxonomy will open
up interesting avenues for future research in the growing
field of security risk assessment.
Index Terms—Information security, Risk assessment,
Risk management, Risk analysis, Threat, Vulnerability.

I. I NTRODUCTION
Information is a perennially important business
asset, and needs to be protected like any other
valuable asset [1], [2]. The value of information
assets varies from one organization to another not
only with the type and size of the business, but also
on the role of those assets in delivering particular
services [36]. Especially because of its relatively

important role in surviving in today’s increasingly
competitive marketplace, data are rapidly becoming
the focus of business executives [3]. According to
the Ponemon Institute’s report, the average cost of a
data breach in the UK increased by 68% from £47 in
2007 to £79 in 2011 [7]. This sharp increase could
be considered as a sign that the value of information
to organizations is growing dramatically. However,
for some kinds of information, like medical records,
where a single loss could be a matter of life or death,
its value cannot be measured in terms of monetary
value alone [8].
In Kaspersky Lab’s Global IT Risk Survey, 50%
of the respondents ranked cyber threats as a leading
business threat, next to economic uncertainty [28].
These threats and the corresponding risks are generated by hackers, malicious software, disgruntled
employees, competitors, and other sources, all of
which are called threat agents. The agents can be
either internal or external to an organization, and
have a diversity of interests and motivations [4],
[12]. According to Verizon’s Data Breach Investigations Report, 96% of security breaches in 2012
were motivated by financial or personal gain [29].
The same report shows that 79% of the victims were
targets of opportunity, attacked only because they
had an easily exploitable vulnerability, and 96% of
all attacks were not considered to be difficult to
perpetrate. These are the facts that have attracted the
attention of researchers, professionals, journalists,
legislators, governments, and even ordinary citizens
to information security and its practices [19].
One of the best ways to approach information
security problems in the corporate world is to take a
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risk-based approach [17], [63]. With the widespread
use of IT, and the ever increasing dependency
of organizations’ on it, businesses may not only
have to avoid risks but manage them properly as
well [37]. Information security risk management
is a continuous process which gives businesses an
understanding of the potential risks to the organization’s valuable information assets and the tools
to address them [12], [14], [38]. When it comes
to real world implementation, information security
risk management is a challenging process, because
unlike in hypothetical scenarios, the risk factors are
constantly changing. Even if precise information is
also provided, due to rapidly changing technologies and the attackers knowledge level, we cannot
be satisfied even with the recent months results.
Moreover, the judgments of the individuals should
be integrated and analyzed comprehensively in the
organization [24], [37], [74].
Information security risk assessment (ISRA) is a
major part of an Information Security Management
System (ISMS) which enables an organization to
identify vulnerabilities and threats, and then to decide which countermeasures to choose to address
potential threats [12], [21]. Moreover, those threats
are becoming increasingly sophisticated, and more
resources than ever before are required to neutralize
them, and this at a time when information security
budgets are shrinking [17]. As a result, management
in charge of information security tends to perform
a rather ”ruthless triage”, to ensure that their scarce
resources are assigned to the risks with the highest
priority and to protect themselves in a cost-effective
way [10], [18], [19], [54], [78]. Organizations which
do not conduct risk assessment properly and regularly may experience severe consequences, like loss
of reputation, legal issues, or even a direct financial
impact [23].
A number of ISRA approaches have been developed, like NIST SP 800-30 [34]; ISO/IEC 27005
[72]; CRAMM (Central Computing and Telecommunications Agency Risk Analysis and Management Method) [47]; Microsoft’s Risk Assessment
model [51]; the Facilitated Risk Assessment Process (FRAP) [55]; Consultative, Objective and Bifunctional Risk Analysis (COBRA); CORAS [48];
and the Operationally Critical Threat and Vulnerability Evaluation (OCTAVE) [49], which can be

applied in all types of organizations [23], [25]. But,
despite the variety of these approaches, there are
some business requirements that none of them can
meet [22]. The problem with many of these methodologies is that they concentrate mainly on general
principles and guidelines, leaving users without
adequate details for implementation [26]. Even industry standards, like COBIT (Control Objectives
for Information and Related Technology) [62] and
ISO/IEC 27002 [2], fail to provide managers with
a clear and simple visualization of the security
risk assessment and leave the operational details
untouched [27].
In this paper, we will introduce a new taxonomy
for information security risk assessment approaches
which will remove many ambiguities created by
the previous one [9], [51], [56], [93]. The previous widely accepted taxonomy classifies ISRA
approaches based on three criteria: Quantitative,
Qualitative, and Hybrid (Semi-Quantitative). This
old taxonomy only differentiates between ISRA approaches based on their method in assigning numerical values or classes/relative values to resources (i.e.
assets, services, or business processes), vulnerabilities, and threats. It could not answer the following
questions to classify the ISRA approaches: 1) Which
level of abstraction is considered for ISRA: assets,
services, or business processes? 2) How is the
resource value calculated? 3) Are the relationships
between resources considered in resource valuation
process or not? 4) Is the propagation of attack impact from the compromised resource considered in
all dependent resources, in risk evaluation process,
or not? 5) How many kinds of attack impact propagation can be distinguished from the compromised
resource?.
The previous taxonomy is considered as one
element of our new proposed taxonomy. We classify
the existing approaches to information security risk
assessment, with the goal of providing a comprehensive survey of these methods and identifying
their strengths and weaknesses. We believe that this
survey and study of risk assessment methods are
important, in that it will help explain the critical
issues involved and lead to the development of
more comprehensive and effective risk assessment
mechanisms. It may also help organizations to find
the most appropriate approach for their risk assess2
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ment or even develop their own on the basis of the
available approaches.
The rest of this paper is organized as follows: In
Section II, the boundaries and scope of the survey
are introduced, and a methodology to extract the
literature is illustrated. In Section III, main concepts of information security and risk management
process are defined. In Section IV, we present
our information security risk assessment taxonomy.
Section V provides an overview of the research
and development of information security risk assessment approaches. In Section VI, we discuss the
weaknesses, problems, and constraints of current
approaches. Finally, in Section VII, we present our
conclusions.

B. Methodology
The objective of risk assessment is to identify
all possible risks to the assets and evaluate them
accurately to mitigate risks appropriately. Thus, the
vulnerabilities of each valuable resource (i.e. asset,
service, business process) and the threats that might
take advantage of them are identified and then
the relationship between vulnerability and threat
is defined as a risk. Based on a very old taxonomy, the current information security risk assessment approaches are classified based on three criteria: Quantitative, Qualitative, and Hybrid (SemiQuantitative) [9], [34], [51], [56], [93]. The primary
focus of this taxonomy (C1 ), which we prefer to call
Appraisement, is on the type of input and output of
risk calculation. In other words, it only differentiates
between ISRA approaches based on their method in
assigning numerical values or classes/relative values
to resources, vulnerabilities, and threats. Besides
this category (C1 ), we have reached three other
categories presented in this paper:

II. S COPE AND A SSUMPTIONS OF THE S URVEY
A. Inclusion and Exclusion Criteria
A total of 125 papers from 1995 to May 2014
were obtained and reviewed. Papers were found via
computerized search of the information security risk
assessment. The papers were searched according to
the online databases: Science Direct, IEEE Xplore,
Springer Link Online Libraries, ACM Digital Library, Wiley InterScience, and Ingenta Journals. The
papers were carefully reviewed to select those that
considered ISRA as the core part. Because of the
nature and importance of information security risk
assessment concepts, mainly three kinds of references are used in this survey: academic references
(conference papers, journal papers, masters and doctoral dissertations), international/national standards,
and books. International standards are used because
they form the main guidelines in this area in all
industries all over the world and non-conformity
with these standards may cause many hard and
soft impacts for the organizations and impose them
to another risks. On the other hand, books are
used because the main concepts need deeper and
wider explanation than those which could be found
in academic papers. The only exam material used
in this paper is ”CISSP All-in-One Exam Guide”
which is chosen because of the importance of this
certification (CISSP) in information security [4].
This way, we tried to unite academic and industrial aspects of ISRA together in our paper. Other
publication forms such as magazines or newspapers
were not included.

•

•

3

Perspective (C2 ): Our first new category is
about the perspective adopted by an ISRA
approach in risk identification and assessment.
If we consider the three levels of bottomup abstractions - asset, service, and business
process - researchers can look at the information security risks in different levels. Although
the majority of approaches lie in asset level,
the new studies are changing the angle, and
they believe that working on the service level
or business process level is easier and more
accurate [77], [81].
Resource Valuation (C3 ): The second new
category is related to resource valuation model.
The accurate model can segregate the critical
and non-critical resources, and leads us to an
efficient ISRA. If we consider the three levels
of bottom-up abstractions - asset, service, and
business process - some papers have considered
the functional dependency between levels to
figure out which resource has the critical role in
the organization [79], [80]. Some other studies
believe that the resource dependency model
should be considered in the resource level
as well to reach a comprehensive model for
valuing resources [68], [69].
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•

Risk Measurement (C4 ): The third new category refers to the risk measurement part. Some
studies believe that the impact of the attack
on a resource is usually propagated to other
resources, and we should consider the risk
propagation to have a better picture of the
damage cost [67], [86], [89].

A. Framing Risk
This is the first process in the information security
risk management approach, and concerns how an organization views the risks it faces. The major output
of this process is a risk management strategy, which
also delineates the boundaries of risk management
within the organization [5], [34]. Assets and resources that are known to be unimportant to the
organization do not need to be assessed any further.
Both underscoping and overscoping are dangerous
practices in information security risk assessment,
and can be avoided by carefully identifying the
organization’s critical assets [12].

The new categories (C2 , C3 , and C4 ) are found
in comprehensive studying, and we do not see any
other category in risk assessment at this moment. As
Table I illustrates and will be discussed in Section
V, we completely covered all studies that fit in
classifications C2 , C3 , and C4 .

B. Assessing Risk
Risk assessment is composed of risk analysis
and risk evaluation [40]. It provides a systematic
way for the organization to obtain a comprehensive view of existing information security risks and
their consequences, and the countermeasures to deal
with them [38]. Since assessment process includes
the risks associated with all kinds of platforms,
operating systems, application programs, networks,
people, and processes, as well as the interdependencies between them, it is a challenging process,
and, in most cases, organizations require outside
help to perform it properly [8], [22]. Note that
mistakes in risk assessment can be dangerous and
costly. Underestimating the risks can leave the organization vulnerable to severe threats, whereas by
overestimating them, some useful IT services and
technologies might be withdrawn [16].
1) Risk Analysis: Risk analysis identifies the
organization’s valuable information assets and their
vulnerabilities, reveals threats that may take advantage of those vulnerabilities and put the organization
at some sort of risk, and, finally, estimates the
possible damage and potential losses resulting from
those risks [4]. We discuss the risk analysis steps in
detail below:
(i) Resource Identification and Valuation: Identifying and evaluating information assets/resources
is a critical first step in risk analysis. In general,
information assets are either tangible or intangible,
and are assets which are valuable to the organization
[12]. ISO/IEC 27001 (Control number A.8.1.1) requires organizations to create and maintain an up-todate inventory of information assets [40]. Examples

III. I NFORMATION S ECURITY R ISK
M ANAGEMENT
Holton [32] defines risk as the exposure to any
proposition which involves uncertainty. By definition, information security is the protection of an
organization’s valuable information from unwanted
exposure, tampering, or destruction [20]. The ultimate goal of an information security program
based on risk management is to maximize the organization’s output (products or services), while at
the same time minimizing the unexpected negative
outcomes generated by potential risks [15], [39].
It is important that risks be managed in a way
that gives confidence to all stakeholders [22], [30],
and provides an appropriate level of security for
the information systems that support the organization’s ongoing operations [37]. With proper risk
management, a balance between potential risks and
acceptable risks can be achieved [35]. In other
words, risk management processes should be repeatable, measureable, and auditable, and it should be
possible to model them as well [22].
There are different types of information security
risk management frameworks. Each of these frameworks has been developed to meet a particular need.
Hence, they have different objectives and steps.
In continuation, we provide a general view and
structure of information security risk management.
Risk management comprises four processes: Framing risk, Assessing risk, Responding to risk, and
Monitoring risk [34].
4
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include business processes and activities, information, computer hardware and software, network, personnel, and documents, as well as the organization’s
brand and reputation [72]. These resources may
have different values, and they must be identified
based on their importance to the organization [15].
Londoll [12] defines four types of qualitative asset
valuation appraisement:
1) Binary asset valuation
2) Classification-based asset valuation
3) Rank-based asset valuation
4) Consensus-based asset valuation
He also defines three quantitative asset valuation
appraisements:
1) Cost valuation
2) Market valuation
3) Income valuation
(ii) Risk Identification: The objective of this step
is to identify all possible risks to the assets. Thus,
the vulnerabilities of each valuable resource and the
threats that might take advantage of them are identified, and then the relationship between vulnerability
and threat is defined as a risk. Vulnerabilities can be
identified and assessed using the following methods,
based on how critical the information assets are to
the organization and the availability of resources
[11], [15], [31], [72]:
• Automated vulnerability scanning tool
• Security testing and evaluation
• Penetration testing
• Code review
These methods may yield some false positives,
and so the following activities may be considered
[72]:
• On-site interviews
• Questionnaires
• Physical inspection
• Document review
Vulnerabilities can also be identified from the
results of previous risk analysis, IT system audit
reports, system anomaly reports, security review
reports, and system test and evaluation reports.
Other potential sources are vendor advisories and
public vulnerability databases, like the National
Vulnerability Database (NVD) [41].
Threats are identified and documented through a
formal process called threat modeling. There are

several methods available to identify threats to a
system and map them with the related vulnerabilities
[35]. ISO/IEC 7498-2 defines a reference model of
major security threats [33]:
• Destruction of information and/or other resources
• Corruption or modification of information
• Theft, removal, or loss of information and/or
other resources
• Disclosure of information
• Interruption of services
(iii) Risk Measurement: In this step, the organization needs to choose a model to measure risk.
Risk model specifies the relationship among risk
factors which include resource value, vulnerability
effect, threat impact, threat likelihood, and so on
[34]. Based on the chosen model, the risk value for
each incident scenario is measured. In the process
of risk assessment, it is also important to identify
existing/planned safeguards. Failing to consider all
of these safeguards will result in an inaccurate risk
assessment report, which will generate unnecessary
costs for the organization and also put the business
in danger because of risk overestimation [12], [78].
2) Risk Evaluation: Risk evaluation is the process of rating risk exposures on a scale and against
accepted risk criteria to determine the significance
of each risk [40]. Then we need to determine the
proper steps to take to manage the risks and address
them appropriately [15]. In this phase, the identified
risks need to be prioritized based on their relative
probability of occurrence and their legal, regulatory,
financial, or reputational impact to the organization
in order to make decisions on their treatment [13],
[22].
There are four ways to address a particular risk
[4], [12], [15]:
• Accept: The organization understands the risk
and its consequences and consciously decides
to accept it.
• Avoid: The activity that is exposing the organization to one or more risks is avoided
altogether.
• Transfer: All or part of the responsibilities and
liabilities associated with a particular activity
and the related risk are shifted to another party.
• Mitigate: The risk and its consequences are
controlled and limited in some way, reducing
5

JOURNAL OF COMPUTERS & SECURITY - ELSEVIER
the risk to a level that is lower than the organization’s acceptance level.
Usually, handling an organization’s risks involves
a combination of these ways: some of them are
avoided, some are transferred, some are mitigated,
and the rest are accepted [22]. As a part of the
risk evaluation process and depending on the organization’s policies, goals, and objectives, and the
interests of stakeholders, the risk acceptance level
(criteria) should be defined. All the risks under this
level are accepted (tolerated) by the organization’s
management, but senior management has the right
to accept risks above this level [72].

every information security standard, methodology,
or model, there is some kind of monitoring or
assessment that should be conducted regularly, and
the results need to be carefully documented [34],
[40], [62], [72]. In this phase, the effectiveness of
the risk management processes can be ensured, as
can the alignment of the planned risk responses with
the organization’s missions, government regulations,
policies, standards, and guidelines [34].
IV. A TAXONOMY OF ISRA A PPROACHES
The challenging part in information security risk
assessment (ISRA) process is risk analysis, subsection III.B.1. Therefore, our contribution lies on this
part. The proposed taxonomy can aid organizations
to have well understanding of risk. In the following,
we introduce briefly our taxonomy, and then, the
existing risk assessment approaches in relation to
the proposed taxonomy are provided in Section V.
As illustrated in Figure 1, information security
risk assessment approaches are generally classified in four categories: Appraisement, Perspective,
Resource Valuation, and Risk Measurement. These
categories do not mean to be exclusive, and organizations should attempt to build approaches that do
fall into all four.

C. Responding to Risk
Information security risks which are above the
risk acceptance level should be responded in any
of the other mentioned ways of addressing risks,
namely risk avoidance, transfer, or mitigation (reduction) [22]. For responding to any unacceptable
risk which cannot be avoided or transferred to
another party, a proper safeguard should be implemented (risk mitigation).
An information security safeguard (control or
countermeasure) is a procedural or technical activity
used to reduce the risk to the organization’s assets,
thereby minimizing any potential loss. Safeguards
may involve preventive, detective, or corrective actions [12]. ISO/IEC 7498-2 classifies information
security safeguards in the following five categories
[6]: Authentication, Access control, Data confidentiality, Data integrity, and Non-repudiation. At the
time a safeguard for a specific risk is chosen,
the options should be evaluated based on the cost
and amount of risk reduction provided [76], [82],
[85], [94]. The selected safeguards then need to be
grouped into solution sets which may reduce the
risk of several scenarios [12], [42].
After the selected safeguards have been implemented, some risk still remains, and this is called
residual risk. The objective of information security
risk management is to continuously measure the
residual risk and keep it at or below the organization’s risk acceptance level [12].

A. Appraisement (C1 )

Information security risk assessment appraisements can be classified into three categories: Quantitative, Qualitative, or Hybrid.
1) Quantitative: Quantitative appraisement relies
on hard numbers, lengthy and time-consuming calculations, probability theory, and statistics to determine the level of an organization’s risk exposure
[14], [43]. Quantitative risk assessment is based
on objective measurements, and the results can
be expressed in a management-specific language
(i.e. monetary value, percentages, and probabilities) [6]. The inputs and outputs of quantitative
risk assessment can be classified in two categories:
monetary and non-monetary. In monetary evaluation, a monetary value is assigned to every asset,
vulnerability, threat, and safeguard implementation.
In contrast, non-monetary evaluation yields a nonD. Monitoring Risk
monetary number.
Continuous monitoring plays an important role
Quantitative appraisement is also known as ”exin the field of information security. For almost pected value analyses” (EV ) [24]. In these ap6
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Risk Analysis

C1 . Appraisement

C2 . Perspective

Quantitative

Asset-driven

Qualitative

Service-driven

Hybrid

Business-driven

C3 . Resource Valuation
Non-Vertical +
Non-Horizontal
Vertical + NonHorizontal
Non-Vertical +
Horizontal
Vertical +
Horizontal

C4 . Risk Measurement
Non-Propagated
Propagated

Fig. 1: A taxonomy of Information Security Risk Assessment (ISRA) approaches.
threat likelihood measure, each of which is expressed on a scale of three to five levels (e.g. low,
medium, and high) [15]. In the linguistic category
of variables, expert opinion is used to weight criteria
and rate alternatives. The concept of a linguistic
variable is very useful for dealing with situations
that are not well defined [54]. Some qualitative
appraisements (e.g. [69]) are designed to rank and
prioritize the risks that an organization typically
faces.

praisements, the impact of each scenario is assessed
based on the expected loss to the organization
caused by that scenario. The calculated impact,
along with the probability of the threat, forms
a particular scenario’s quantitative risk. The best
known EV appraisements are Annualized Loss Expectancy (ALE) and the Livermore Risk Analysis
Methodology (LRAM ) [25], [58].
The major problem with the quantitative appraisements is the lengthy and time-consuming process,
which depends to the detailed information. Information such as the value of the assets and the
sufficient historical incident data is used to calculate
the expected loss and determine the probability. Due
to the limited time, money, and human resources
available faced by organizations, implementing this
approach will not be easy [14], [33].
2) Qualitative: The most common appraisement
to information security risk assessment is the qualitative appraisement, and many organizations find
it sufficient for their needs [12]. In a qualitative
appraisement, classes and relative values are used
to show the impact and probability of a particular
scenario. Information security risks are assessed
using methods and principles with non numerical
(qualitative) levels [34]. The input and output of
qualitative risk assessment can be classified in two
categories: range variables and linguistic variables
for input, and range variables and rank variables
for output. In the range category of variables, which
applies to both input and output, the qualitative
appraisement rates risks in a qualitative risk matrix,
which comprises a vulnerability measure and a

The qualitative appraisements are widely used,
because there are often not enough accurate historical data to calculate the impact and probability of
occurrence of risk scenarios, and also because they
are much easier to understand and implement [15].
Also, with these appraisements, the calculations
involved are simpler and the valuation of assets,
threats, and vulnerabilities is easier [34]. However,
they lack of sufficient measurable detail to support
cost-effective decision making by management [14].
Moreover, they are based on the knowledge and
experience of those involved in the process (assessors and stakeholders), which makes these appraisements more subjective and prone to error and
imprecision than their quantitative counterparts [15].
Another problem with the traditional qualitative
appraisements is that the range of values assigned
to information assets, their vulnerability level, and
the threat likelihood is comparatively small, which
makes it difficult to prioritize information security
risks and compare the associated risk assessment
results [34].
7
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3) Hybrid (Semi-quantitative): Because of the
strengths and weaknesses of both the quantitative
and qualitative appraisements, it is an axiom of
information security risk assessment that a combination of the two, a hybrid appraisement, be used
[45]. In this way, the organization can benefit from
the simplicity and speed of the qualitative appraisements, while taking advantage of the quantitative
appraisement for its more critical assets.

2) Service-driven: In service-driven perspective,
risks are identified and assessed based on their
impact on the services. In this perspective, all
of the important services and service packages of
the organization are identified first. As opposed to
asset-driven approaches, a Service-driven perspective identifies the threats and vulnerabilities for each
service and not for individual assets. Since the number of services in an organization is considerably
less than the number of assets, a Service-driven
approach is easier to manage.
3) Business-driven: The Business-driven security risk assessment approaches are based on business goals and the processes supporting these goals
[77]. In this perspective, values are not assigned
to assets, but rather to processes that are directly
linked to business goals. The business processes
of a company are better understood and easier to
estimate than information assets. The main focus in
Business-driven perspective lies on identifying and
analyzing the business processes and their related
vulnerabilities and threats. Because of the direct
linkage of this perspective to organization’s goals
and objectives, the risk assessment results could be
much easier to explain for the top management and
acquire the needed support.

B. Perspective (C2 )
There are three perspectives to analyze risks:
Asset-driven, Service-driven, and Business-driven.
The main focus of this category is to choose a level
of the organization’s resources (i.e. asset, service,
or business process) to identify their corresponding
risks. The asset-driven perspective identifies the assets and their associated risks in asset level, whereas
the Business-driven identifies risks to the business
processes directly. The Service-driven perspective,
on the other hand, uses services as input of risk assessment and considers risks to services rather than
assets or business processes. In this section, these
three risk assessment perspectives are explained in
details.
1) Asset-driven: Asset-driven is the most common perspective to risk assessment. In this perspective, assets are identified and evaluated, and
then the associated risks are calculated. To achieve
a desired level of information security, an ISRA
approach must identify the organization’s valuable
information assets and systematically measure the
risks to which they are exposed [23]. In an assetdriven approach, the threats and vulnerabilities to
each asset are identified, and the risk scenarios are
formed. There are thousands of assets in a medium
to large organization, and this number multiplied by
the average number of risk scenarios for each information asset gives rise to huge lists of risk scenarios,
which need to be analyzed and maintained on a
regular basis. This is the main weakness of the assetdriven perspective, and it makes risk assessment a
tedious and error-prone task. The main advantage
of asset-driven approaches is that they are easier to
understand, and because of their widespread usage,
the majority of tools available on the market are
designed based on this perspective.

C. Resource Valuation (C3 )
An important stage in risk analysis is to identify the value of resources (i.e. assets, services,
business processes). As seen in Figure 2, there
is a connection between our selection in category
C2 (Perspective) and the number of options in
category C3. For example, if we adopt an Assetdriven perspective and identify the risks on the
asset level, consequently, we will need to determine
the value of each asset. Likewise, for a Servicedriven or Business-driven perspective, the service
value or business process value will be needed,
respectively. The three types of resources, which we
have mentioned before, are not completely isolated
from each other and may have horizontal and/or
vertical connections (Figure 3). As a result, resource
valuation can be obtained from two views: 1) Vertical View and 2) Horizontal View.
1) Vertical View: The vertical view is a bottomup view and it considers the resources’ contribution
degree of a level in the upper level as illustrated in
8
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C2

Asset-driven

Service-driven

Business-driven

C3

C3

C3

V(I)
V(I)
H(I)

V(AS)

H(D) H(I)

V(AB)

H(D) H(I)

V(ASB)

H(I) H(D)

V(SB)
H(I)

H(D)

V(I)
H(I)

H(D)

H(D) H(I) H(D)

Fig. 2: The relationship between categories C2 and C3 .
Figure 3. For example, if we decide to determine the
asset value, there are four options to choose from: 1)
considering the asset itself, without its contribution
into the other levels (called, V(I) (Vertical (Independent)), 2) considering the contribution degree of
assets in the organization’s services (called, V(AS)
(Vertical (Asset to Service)), 3) considering the
contribution degree of assets in the organization’s
business processes (called, V(AB)), and 4) considering the contribution degree of assets in the
organization’s business processes through services
(called, V(ASB)).
If we decided to evaluate security risks based
on services (Service-driven), there are two options:
V(I) and V(SB). Since the business level is the last
level in bottom-up view, the vertical view does not
make sense in this level.
The result of the resource valuation may differ
based on the vertical view. For example, imagine
two routers with the same properties in two different
departments of a company (Finance and R&D). If
we choose the V(I) view, the values of these two
routers are the same, while in V(AB) view the
one that is more critical to the company’s business
processes should be assigned a higher severity level
[80].
Although vertical view produces realistic estimates of resource value, the adopted view makes
it difficult to consider all of those dependencies in
determining the resource value.

Fig. 3: Resource valuation views: vertical view notes
the dependencies between resources of different
levels, while the horizontal view refers to the dependencies between resources at the same level.
2) Horizontal View: While vertical view notes
the dependencies between resources of different
levels, the horizontal view refers the dependencies
between resources at the same level. Generally,
resource valuation in horizontal view can be classified into two models: Independent and Dependent. These two horizontal models are presented
as H(I) (Horizontal(Independent)) and H(D) (Horizontal(Dependent)) in Figure 2. In the first model
which is called independent, the resource evaluation
is considered in isolation from the evaluation of
other resources at the same level.
9
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Dependent model considers the dependencies between resources in the current level to compute
the accurate value of each resource by resource
dependency graph. Dependent model refers to this
fact that resources are not independent and their
values usually depend on others. There are different kinds of dependencies between resources [88],
[89], depending on the confidentiality, integrity, or
availability property. Jahnke et al. [88] present a
complete dependency list between resources:
• Mandatory: it requires the functionality of a
resource on which it directly depends on.
• Alternative: it requires the functionality of one
of all the resources on which a resource depends on.
• Combined: it simultaneously requires the functionalities of all the resources on which a
resource depends on.
• m-out-of-n: it needs the functionality of at least
m among n resources.
• Indirect: the functionality of a resource is immediately affected when the functionality or
direct accessibility of at least one resource it
directly or indirectly depends on is limited.
D. Risk Measurement (C4 )
Risk measurement is the final step of risk assessment. We distinguish two types of measurements:
Non-Propagated and Propagated.
1) Non-Propagated: In this model, risk is measured regardless of its impact propagation to other
resources. For example, imagine our perspective in
the second category is Business-driven. It means we
decided to extract risks based on business processes.
As a simple example, risk measurement can be
evaluated by multiplying three parameters: business
process value, vulnerability effect, and threat effect.
As seen, risk is measured regardless of its impact
propagation from the compromised business process
to other dependent business processes.
2) Propagated: The impact of the attack on
the compromised resource is usually propagated to
other resources [86], [88], [89]. In this model, the
resource dependency graph is used to measure the
propagated risk. For example, if a node has some
vulnerabilities, it might propagate its correlative risk
to connected nodes. When a resource is compromised, two kinds of propagation can be distin-

guished: Backward and Forward. Backward impact
represents the impact propagation on all services
that have functional dependency on the compromised resource, directly or indirectly. In contrast,
forward impact refers to the impact propagation
from the compromised resource to all dependent resources with respect to the permission type between
dependent resources.
In a DoS attack type, the backward effect will
be on availability, while in the User to root (U2R)
or Remote to local (R2L) attack types, the effect
will be on all the CIA parameters. Suppose that the
Apache service has a dependency on the MySQL
service. If the attacker attempts to run an attack of
type U2R on MySQL service, the Apache service
will not send correct information to the website.
In the forward impact propagation, if the attacker obtains root permission for a resource, he
can forward damage based on the predefined permission between the compromised resource and all
dependent resources. If the permission type is fullaccess, the attacker can affect all the CIA parameters
(if the type of attack is U2R or R2L) or only
resource availability (if the attack type is DoS).
However, if the permission type is read-only, then
only availability is affected, no matter what the
attack type is.
The main advantage of the propagated risk measurement is that it can predict the potential damage
cost which may be done by the attacker in the
next step. But the calculation needs the accurate
knowledge about the type of attack, the dependency
severity between resources in terms of confidentiality, integrity, and availability, and the type of
predefined access permission between resources.
V. C LASSIFICATION OF E XISTING A PPROACHES
An overview of the research and development of
information security risk assessment approaches in
the last decade is given in Table I. In this section,
we will discuss some of them briefly in relation to
the proposed taxonomy.
A. Quantitative vs. Qualitative vs. Hybrid
1) Quantitative: Karabacak and Sogukpinar [71]
propose a survey-based quantitative appraisement to
analyze security risks by taking current needs into
consideration. The survey is composed of questions
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which are asked of managers, directors, technical
personnel, and computer users. Two separate and
independent survey processes are conducted, one for
each of the two attributes of risk: probability and
consequences. The proposed model does not make
Single Loss Expectancy (SLE) or ALE calculations
during the risk calculation. The risk factor in the
appraisement is a numerical value between 1 and
25, and these values correspond to a qualitative
appraisal of high, medium, or low. This model uses
addition, multiplication, and division operations to
calculate risk. This simple model may lead to the
effective participation of managers and staff in the
risk assessment process.
2) Qualitative: Guan et al. [64] assess information security risks according to the likelihood
of occurrence of damage and its potential impact.
They categorize risk factors according to the ISO
17799 standard, which is similar to determining
the weights of the risk factors in pairwise comparisons in the Analytic Hierarchy Process (AHP)
appraisement, in which the likelihood of occurrence
of damage to an asset or the weight of each risk
factor is determined based on expert opinion. At
the same time, the vulnerability of each information
asset to each risk factor is considered equal to its
impact severity, which takes its relative value from
experts through linguistic variables.
3) Hybrid: Deng et al. [57] present a hybrid
appraisement which can accommodate imprecise
information and uncertain data, along with expert
knowledge. They propose combining two elements
of risk for each component: likelihood of system
failure and the consequences of such a failure
(severity of loss). These elements can be described
linguistically by domain experts based on fuzzy
set theory and the Dempster-Shafer mathematical
theory of evidence (DST), which is used to combine
the risks of individual components to determine the
overall system risk. The authors demonstrate their
proposed risk analysis approach through a numerical
example. Performing risk analysis on a large organization can be challenging, owing to a lack of data
and insufficient understanding of the mechanisms
of failure. A ”semi-quantitative” approach, such as
the Deng et al. method described above, can be an
effective way to handle this task, and there is broad
agreement that this is an appropriate approach under

these circumstances, even though the definition of
risk varies considerably across disciplines.
B. Asset-driven vs. Service-driven vs. Businessdriven
1) Asset-driven: Shameli-Sendi et al. [26] propose the fuzzy expert model for risk assessment
in asset level. This model consists of three steps.
The goal in the first step is to identify the assets
of an IT system and the potential threats associated
with it. The golden security triangle (CIA) is used
to evaluate assets and calculate threat effects. In
the second step, a list of asset vulnerabilities is
generated. Then, asset values, vulnerability effects,
and threat impacts are calculated. The goal in the
final step is to assign a numerical value to the risks.
2) Service-driven: Danfeng et al. [81] present a
service-based risk quantitative calculation method
(SRQC). The calculation model centers on the services of Next Generation Networks (NGN) and
considers the relationship of services. The proposed
model reflects the risk degree of the various services
and the potential losses situation by the risks in the
service layer of NGN. The risk calculation model is
based on four layers: network layer, service layer,
host layer, and risk elements layer. Risk calculation of network consists of the risk calculation of
all network services. The risk calculation of each
service is computed with respect to the host which
provides that service. And the risk calculation of
each host is based on the number of assets and their
corresponding vulnerabilities and threats.
3) Business-driven:
Khanmohammadi
and
Houmb [77] propose a security risk assessment
approach based on business goals and the processes
supporting these goals. In this model, values are
not assigned to assets, but rather to processes
that are directly linked to business goals. They
believe that the business processes of a company
are better understood and easier to estimate than
information assets. This approach comprises two
phases. In the first phase, processes are analyzed
and their vulnerabilities identified. The second
phase concentrates on assessing the risks posed to
each process, the value of which is a reflection
of the company’s business goals. The degree of
exposure to vulnerabilities is calculated based on
the answers to some specific questions. Threat
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frequency is determined based on the history of
the threats that have arisen in the organization,
and is a number in the [0,1] range. To calculate
the risk level of process, the process value is
multiplied by the sum of the risk levels of all
the vulnerabilities of the process, which has been
obtained by multiplying the degree of exposure to
a vulnerability, the control effects already in place
to protect against exploitation of the vulnerability,
and the threat level posed by the vulnerability.
C. Horizontal (Independent vs. Dependent) and
Vertical (Independent vs. Dependent)
1) Horizontal (Dependent): Letchford and
Vorobeychik [68] propose a security model for
interdependent assets using Stackelberg games
to incorporate the costs and benefits of arbitrary
security configurations on individual assets. These
are games involving two players: defender and
attacker. The defender is responsible for protecting
a set of targets using a fixed set of limited defense
resources, while the attacker attacks a target that
maximizes his expected utility.
Sawilla and Ou [69] propose their AssetRank
technique, which addressees the semantics of the
vertices and arcs of dependency attack graphs. This
technique is a generalization of Google’s PageRank
algorithm, which ranks Web pages in Web graphs.
AssetRank supports three types of vertex in a dependency attack graph: AND, OR, and SINK. An OR
vertex can be satisfied by any of its out-neighbors,
an AND vertex depends on all its out-neighbors, and
SINK vertices represent the ground facts, which include the existence of vulnerable software, network
routes, and the services running on each machine.
With this approach, it is possible to consider various
types of attackers. To model attacker preferences,
every vertex is assigned a success likelihood, which
has a different meaning for each type of vertex. Each
vulnerability vertex is assigned a value: Unproven
(1%), Proof-Of-Concept (40%), Functional (80%),
and High (99%), to indicate the probability that an
attacker will successfully exploit that vulnerability.
Danfeng et al. [81] present a service dependency
model to calculate the services value. The service
value is computed by ”service basic value” and
”service addition value”. To calculate service basic value, three main parameters are considered:

the service type, the number of customer, and the
service profitability. The service addition value is
calculated by considering the dependent services to
this service.
2) Vertical (Dependent): Eom et al. [80] propose
a model to assess risks with respect to the contribution degree of assets in the organization’s business.
The proposed model considers different factors like
the department utilization, business contribution,
and user position to identify the asset value.
Su et al. [79] present a model to map assets to
business visions. Then the business vision is used to
select the valuable assets. Assets are classified into
two categories: Information and Technical assets.
The former represents the data and information, and
the latter represents those assets that support the
storage and transmission.
3) Horizontal (Dependent) and Vertical (Dependent): Suh and Han [92] propose a vertical and horizontal model for asset valuation. The value of asset
is calculated based on the relationship with business
model and asset dependency graph in asset level. In
asset dependency graph, the nodes of the graph are
assets, and the edges are functional requirements
with dependency weights. The differences of this
model compared to the traditional risk analysis are
introducing of an organization investigation stage
and the consideration to operational continuity. The
proposed model regards the business function as the
most important one to be managed. They propose
five steps to understand the aim and business activities of an organization.
Loloei et al. [87] present a model for asset
valuation regarding assets’ dependencies and assets’
contribution in business goals. In this work, the
dependency in the horizontal level is defined in
terms of availability. They believe that the available
dependency is not essentially complete. However, an
asset may depend to some assets partially, and a dependency percent is defined for any dependency. To
model the vertical dependency, a meta-model [90],
[91] is used that consists of three layers: Business,
Application, and Technical layers. Business Layer
includes business artifacts like organizational units,
roles, business processes, and information objects.
Application layer consists of Information system
and how they support business processes. In the
technical layer, physical hardware, supporting soft-
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ware for components, and communication systems
are modeled.
Schmidt and Albayrak [95] present a model to
obtain the assets’ value from vertical and horizontal
views. In the vertical view, the business process
values are mapped to IT hardware components in a
hierarchical fashion through services. In horizontal
view, the relationship between resources is modeled
by means of a dependency weighted directed graph.
Then this model is combined to IT system vulnerability and threat analysis to derive risk scores. To
compute the cost-optimal risk mitigation strategies,
discrete-time algorithm has been used.
D. Non-Propagated vs. Propagated
1) Non-Propagated: Sun et al. [24] present a risk
assessment model based on the Dempster-Shafer
Theory of Belief Functions to model the uncertainties involved in the assessment of the presence or
absence of threats and the presence or absence of
control measures. The proposed model facilitates
the assessment of risk by decomposing the overall
information security risk into its sub components
and assessing the risks associated with each of
them by individually assessing the impact of the
threats and controls to specific sub components of
the overall risk. With this model, an attempt is made
to attune two types of cost in dollar terms. One is the
cost for implementing the countermeasures, and the
other is the value of the potential loss of the asset
owing to the residual risk of threat occurrence, even
when countermeasures are in place.
2) Propagated: Alpcan et al. [67] present a
quantitative framework for security risk analysis
in organizations in which they leverage methods
applied to document and image retrieval and the
adjusted Page-Rank procedure used by the Google
search engine. In the first step, the framework captures risk dependencies within and across business
units, security threats/vulnerabilities, and individuals using a graph theory approach. Then the model
captures the dynamic evolution of risk as a result of
challenging interactions, in contrast to static models,
which focus on isolated one-time risks. Finally,
using the Risk-Rank family of algorithms, they rank
and prioritize the risks in an organization.
Mahmoud et al. [86] propose a quantitative risk
assessment approach based on risk propagation and

network node correlation. The stages of calculation are as follows: 1) scanning and identifying
vulnerable nodes, 2) computing individual risk for
each identified, 3) calculating the propagated risk
for nodes correlated with vulnerable nodes, 4) computing the total risk for each node in the network,
and 5) computing the whole network risk level.
To calculate the propagated risk, they consider the
asset dependency graph. In the proposed model, the
propagation likelihood depends on the likelihood of
vulnerability on the issuing node and the likelihood
of correlation between the two nodes.
Jahnke et al. [88] present a graph-based approach
for modeling the effects of attacks against resources
and the effects of the response measures taken in
reaction to those attacks. The proposed approach
uses directed graphs showing dependencies between
resources and derives quantitative differences between system states from these graphs. If we assume
that G and Ǵ are the graphs we obtain before
and after the reaction, respectively, then calculation
of the response’s positive effect is the difference
between the availability plotted in the two graphs:
A(Ǵ) − A(G). These authors focus on the availability impacts.
Kheir et al. [89] propose a dependency graph to
evaluate the confidentiality and integrity impacts, as
well as the availability impact. The confidentiality
and integrity criteria are not considered in [88]. In
[89], the impact propagation process proposed by
Jahnke et al. is extended to include these impacts.
Now, each service in the dependency graph is
described with a 3D CIA vector. In the proposed
model, dependencies are classified as structural or
functional dependencies.
VI. D ISCUSSION
Although many information security risk assessment approaches have been proposed in the last
decade, many organizations find it challenging to
address their specific needs with the most appropriate methods [70]. In this paper, we proposed a
taxonomy for information security risk assessment
approaches that is generally classified in four categories: Appraisement, Perspective, Resource Valuation, and Risk Measurement. The most important
advantages and disadvantages of these categories are
presented in Table II.
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TABLE I: Summary of existing information security risk assessment approaches
Risk Phases

Multi-Criteria Decision-Making
Mathematical Operations
Dempster-Shafer Theory
Labeling
Fuzzy
Multiplication Operation
Dempster-Shafer and Fuzzy Set Theory
DEMATEL, ANP, FLQ-MEOWA
N/A
Mathematical Operations
Mathematical Operations
Mathematical Operations
Mathematical Operations
Mathematical Operations
Mathematical Operations
Game Theory
Mathematical Operations
Graph-theoretic
Attack Graph
Fuzzy set theory
Mathematical Operations
Bayesian Belief Network

Risk Measurement

AD
AD
AD
AD
AD
BDl
AD
AD
AD
AD
SDn
AD
AD
SD
SD
AD
AD
AD
AD
AD
AD
AD

Operation
Operation
Operation
Operation
Operation
Operation
Operation
Operation
Operation

Resource Valuation

Multiplication
Multiplication
Multiplication
Multiplication
Multiplication
Multiplication
Multiplication
Multiplication
Multiplication

Input/Output

Technique used

ADa
AD
AD
AD
AD
AD
AD
AD
AD

Appraisement

Perspective

Title
Professional Organizations
CRAMM [47]
CORAS [48]
OCTAVE [49]
Magerit V2 i [50]
Microsoft [51]
Mehari [52]
OCTAVE Allegro [53]
ISO/IEC 27005 [72]
NIST 800-30rev1 [34]
Research Projects
Guan et al. [64]
Karabacak and Sogukpinar [71]
Sun et al. [24]
Kondakci [65]
Shameli-Sendi et al. [26]
Khanmohammadi and Houmb [77]
Deng et al. [57]
Lo and Chen [56]
Su et al. [79]
Eom et al. [80]
Danfeng et al. [81]
Mahmoud et al. [86]
Loloei et al. [87]
Jahnke et al. [88]
Kheir et al. [89]
Letchford and Vorobeychik [68]
Suh and Han [92]
Alpcan and Bambos [67]
Sawilla and Ou [69]
Samantra et al. [93]
Schmidt and Albayrak [95]
Houmb et al. [75]

QLb
QL
QL
QNj / QL
HBk
HB
HB
HB
HB

-

V(I)c+H(I)d
V(I)+H(I)
V(I)+H(I)
V(I)+H(I)
V(I)+H(I)
V(I)+H(I)
V(I)+H(I)
V(I)+H(I)
V(I)+H(I)

NPe
NP
NP
NP
NP
NP
NP
NP
NP

1.
1.
1.
1.
1.
1.
1.
1.
1.

RAf 2.
RA 2.
RA 2.
RA 2.
RA 2.
RA 2.
RA 2.
RA 2.
RA 2.

REg3.
RE 3.
RE 3.
RE 3.
RE 3.
RE 3.
RE 3.
RE 3.
RE 3.

QL
QN
QN
QN
QL
QN
HB
HB
QL
QL
QN
QN
QN
QN
QN
QL
QN
QN
QL
QL
QN
HB

Linguistic variables/Range
Non-Monetary/Non-Monetary
Monetary/Monetary
Non-Monetary/Non-Monetary
Range/Rank
Non-Monetary/Non-Monetary
Non-Monetary/Non-Monetary
Non-Monetary/Non-Monetary
N/A
Range/Non-Monetary
Non-Monetary/Non-Monetary
Non-Monetary/Non-Monetary
Non-Monetary/Non-Monetary
Non-Monetary/Non-Monetary
Non-Monetary/Non-Monetary
Non-Monetary/Non-Monetary
Monetary/Monetary
Non-Monetary/Non-Monetary
Rank/Rank
Linguistic variables/Range
Monetary/Monetary
Non-Monetary/Non-Monetary

V(I)+H(I)
V(I)+H(I)
V(I)+H(I)
V(I)+H(I)
V(I)+H(I)
V(I)+H(I)
V(I)+H(I)
V(I)+H(I)
V(AB)m
+H(I)
V(AB)+H(I)
V(I)+H(D)o
V(I)+H(I)
V(AB)+H(D)
V(I)+H(I)
V(I)+H(I)
V(I)+H(D)
V(AB)+H(D)
V(I)+H(I)
V(I)+H(D)
V(I)+H(I)
V(ASB)q+H(D)
V(I)+H(I)

NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
NP
Pp
NP
P
P
NP
NP
P
NP
NP
P
NP

1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.

RA
RA
RA
RA
RA
RA
RA
RA
RA
RA
RA
RA
RA
RA
RA
RA
RA
RA
RA
RA
RA
RA

2.
2.
2.
2.
2.
2.
2.
2.
2.
2.
2.
2.

RE 3. RR
RE
RE 3. RR
RE
RE
RE
RE
RE 3. RR
RE
RE
RE
RE

2.
2.
2.
2.
2.
2.
2.
2.
2.

RE
RE
RE
RE
RE
RE
RE
RE
RE

RRh
RR
RR
RR
RR
RR
RR
RR
RR

3. RR
3. RR

3. RR
3. RR
3. RR

a

b
c
d
e
f
g
Asset-driven
Qualitative
Vertical view is independent
Horizontal view is independent
Non-Propagated
Risk Analysis
Risk Evaluation
i
j
k
l
m
Responding to Risk
It can be applied both quantitatively and qualitatively
Quantitative
Hybrid
Business-driven
Vertical view is dependent (asset to business)
n
o
p
q
Service-driven
Horizontal view is dependent
Propagated
Vertical view is dependent (asset to service to business)

h

As discussed, information security risk assessment appraisements can be quantitative, qualitative,
or hybrid. Organizations base their choice on their
culture and their attitude toward risk [61]. As we
have seen, the existing qualitative and quantitative
information security risk assessment approaches are
subject to a number of weaknesses, problems, and
constraints [24], [63]. In quantitative risk assessment, the goal is to assign objective numerical values to information assets, risks, safeguards, and impacts using statistical tools [51], [56], [60]. A great
deal of work is required to precisely determine the
monetary value of information assets, the frequency
of threats, and the cost of controls [6], [51], [56],
[66]. As mentioned, Annualized Loss Expectancy
(ALE) is one of the most influencing quantitative
approaches. There is no adequate information in
ALE on how to calculate the Exposure Factor

(EF). The majority of quantitative risk assessment
approaches do not provide a means to calculate
EF with a standard method, and leave this task to
the user [25]. Calculating the Annualized Rate of
Occurrence (ARO) is equivalent to the probability
of a threat arising to an information asset, and is
yet another ambiguity in ALE. The ARO is usually
calculated based on the history of the incidents
that have occurred and the advice of information
security experts [4]. These probabilities are not
easy to estimate, and existing methods only provide
users with some general suggestions and examples,
leaving them to take care of the large number
of interrelated relevant factors [24]. Moreover, the
quantitative appraisement, which presents results
in monetary terms only, may be difficult for nontechnical individuals to interpret [51], [56].
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TABLE II: Summary of advantages and disadvantages of each element of the proposed taxonomy
Advantages

Disadvantages

• Risks levels may be identified in monetary terms
• Results can be expressed in management-specific
language
• Great effort is put into resource value definition and
risk mitigation
• Cost-benefit assessment effort is possible
• It is not necessary to quantify threat likelihood
• Prioritizes the risks and identifies areas for immediate
action and improvement
• Save time, effort, and expense
• Easier to involve people who are not experts on
security or computers
• It has the flexibility to change quantitative inputs to
qualitative outputs and vice versa

• Estimating the damage probability of each resource
is imprecise
• The numerical/monetary results may be difficult for
non-technical people to interpret
• Calculation can be challenging, expensive, and time
consuming
• Does not provide monetary values and probabilities
• Making a cost-benefit analysis of recommended
controls is more difficult
• Very subjective and prone to errors and imprecision

• The majority of tools available on the market are
designed based on this perspective
• It needs less expertise and is easy to understand
• Services are easier to evaluate
• Services are better understood and easier to identify
and grasp than assets
• Save time and effort in large organizations

• Makes the calculation error-prone for the large
number of resources in a medium to large organization
• It makes the risk reduction inefficient
• May be too challenging for small organizations
• It is more suitable for those organizations, which
have a service-based approach in delivering their business processes

• Those risks that have high impact in organization
can be seen well in output of risk assessment
• Business processes can be better evaluated even
based on their financial impact
• Business processes are better understood and easier
to explain for the top management and acquire the
needed support
• It leads to an efficient risk reduction

• May be too challenging for small organizations
• It needs more insight into the business and its
processes

• Calculation is simple

• Imprecise
• The value of the resources are close to each other
and makes it hard to detect important resources
• The value of resources are not based on their impact
on other resources
• It needs to keep track of dependencies between
resources
• It needs to extract the different kind of dependencies
between resources
• It needs a good understanding about which resources
are dependent to each other

Appraisement

Quantitative

Qualitative

Hybrid
Perspective
Asset-driven

Service-driven

Business-driven

Resource Valuation
Horizontal and Vertical Views
(Independent)

Horizontal and Vertical Views
(Dependent)

• It produces more realistic estimates of resource value
• It facilitates to separate critical and non-critical
resources

Risk Measurement
• It makes the risk measurement easy for the large
number of risks and resources
Non-Propagated

Propagated

• Risks are calculated more accurately
• It indicates exactly what part of the network will be
affected by attack
• It can predict the potential damage cost which may
be done by the attacker in the next step
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• Imprecise
• It may lead to select inappropriate security safeguards
• Does not have the ability to estimate the potential
damage cost in the future
• It needs the accurate knowledge about the type
of attack, the dependency severity between resources
in terms of confidentiality, integrity, and availability,
and the type of predefined access permission between
resources
• A thorough change management is needed to update
dependencies
• Makes hard to utilize for a big resource dependency
graph
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ments are based on judgment (which is subjective
in nature), and experts assign relative values to the
information assets, risks, safeguards, and impacts
[43], [51], [56], [73]. The problem with the qualitative appraisements is the lack of sufficient measurable detail, which reduces its value to decision
makers [14], [63], as the results of the qualitative
appraisement are hugely dependent on the security
experts who conduct the risk analysis [71]. In an
effort to get rid of the weaknesses of the these two
appraisements, some models combine their best features into a unique, hybrid appraisement. However,
an appraisement that seems ideal for one situation,
budget, or industry may not be suitable for others,
and there is no ”one-size-fits-all” appraisement [12],
[44]. To secure valuable information, organizations
need to invest large sums in developing information
security countermeasures. Management needs to be
convinced that it is reasonable to make these investments rather than spend the funds elsewhere [46].
The decision as to which appraisement, quantitative,
qualitative, or hybrid, is more appropriate, depends
on many factors [59]: 1) the needs of the decisionmakers, 2) the credibility of the available appraisements, 3) budget, 4) availability of the statistical
data, and 5) availability of the financial data.
There are three perspectives to analyze risks:
Asset-driven, Service-driven, and Business-driven.
As seen in Table I, most of the risk assessment
models are Asset-driven. The Asset-driven risk assessment model suffers from some limitations. First,
the total number of an organization’s assets is usually high, and this reduces the accuracy of their
valuation. Second, determining the monetary value
of assets, threat frequency, and cost of controls
needs a large amount of work to be precise [6],
[51], [56], [66]. We need to take the following
information into account to evaluate an information
asset [15]: a general description of the asset, its
function and features, its classification, its criticality
to the organization, applicable regulations, and the
user community. It is clear that calculating the
value of an information asset (e.g. a switch, a
firewall, or a database) with all these criteria in
mind would be quite difficult and time consuming,
and not easy to do accurately. Third, the output
of the risks is extremely close to each other and
makes it hard to detect significant risks. Finally,

the risk reduction phase of this model is inefficient
due to the proximity of risks. In contrast, Servicedriven and Business-driven models try to address all
Asset-driven model weaknesses. As seen in Table
I, some studies believe that information security
risk analysis should be more service or business
oriented [77], [81]. In these two perspectives, the
focus of extracting resources and risks is on services
or business processes rather than assets. The reason
for this is that a service or business process is
directly involved in business revenue and then is
better understood in risk assessment.
Resource valuation, the third category, can be
performed independently or dependently. The dependency model can be considered in vertical view
or horizontal view. As shown in Table I, most of
the proposed models treat resources as independent,
obviating the need to consider resource interdependency in neither vertical nor horizontal view. Since
this model is simple, calculations can be simplified
but it suffers from the fact that the resource value
may be inaccurate. In contrast, the dependent model
considers the dependencies between resources to
compute the accurate value of each resource by a
resource dependency graph. There are some works
that consider resource dependency in the valuation
process: Horizontal View [68], [69], [81], Vertical
View [79], [80], and both [87], [92], [95]. The great
advantage of this model is that it produces realistic
estimates of resource value. The main disadvantage
of this model is that all dependencies between
resources should be extracted and it would be timeconsuming for a company with large number of
assets.
The fourth category, Risk Measurement, is classified into two sub-categories: Non-Propagated and
Propagated. As seen in Table I, the most common
approaches used for risk assessment lie on nonpropagated sub-category. In fact, risk impact is
calculated regardless of possible security dependency relations between nodes and risk propagation concepts. This model is easy to deploy and
flexible enough for those companies which are not
looking for accurate ISRA model especially with
a large number of risks and resources. The main
disadvantage of this model is that the risk impact
value does not cover the potential damage. There
are a few works which investigate risk propagation
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between dependent resources [67], [86], [88], [89].
The propagation model indicates exactly what part
of the network will be affected by attack. Thus,
this model leads to select appropriate security safeguards.
Hybrid Appraisement, Business-driven perspective, Resource Valuation through dependency graph
in vertical and horizontal views, and risk measurement using propagation concept are the four
main findings of this survey paper. We believe that
the perfect coordination between them leads to an
efficient framework for ISRA that is able to assess
and mitigate risk accurately.
VII. C ONCLUSION
Many organizations use information systems and
network frameworks on a large scale, and so the
dependency on IT is increasing daily. Security is one
of the most important issues for the stability and development of these systems. Therefore, most of the
organizations invest in this area and are establishing
Information Security Management Systems (ISMS).
Information Security Risk Assessment (ISRA) is an
essential element of ISMS process. Organizations
need ISRA to identify security risks and to help
them choose the best safeguards to reduce them.
Because there are so many types of risk assessment
approaches available, organizations are still in doubt
on how to choose the ideal method for their specific
needs.
The old taxonomy of risk assessment classifies
ISRA approaches based on three criteria: quantitative, qualitative, and hybrid. The primary focus of
this old taxonomy is on the type of input and output
of risk calculation. There are some points that are
hidden in the body of risk evaluation process and
should be taken into account. The current tools or
methodologies fail to answer fundamental questions
in risk assessment: 1) How do we separate critical
and non-critical resources? 2) Is there a mechanism
to consider the contribution degree of resources in
the company’s business goal? 3) How do we model
the dependency severity between resources? 4) How
do we calculate the likelihood of a threat? and 5)
How do we model the real impact propagation from
the compromised resource to other resources?
In the risk assessment, we need to recognize
the important and critical resources, and the risk

management should be done for them properly. On
the other hand, we require an accurate picture of
attack damage propagation from the compromised
resource. We need to know the result of attack
propagation in backward and forward directions in
the resource dependency graph from the compromised resource. For example, how much is the
impact propagation on all resources that have functional dependency to the compromised resource,
directly or indirectly? Or how much is the impact
propagation from the compromised resource to all
dependent resources with respect to the permission
type between dependent resources?
Due to the large number of methodologies and
frameworks available for evaluating risk, organizations have not met their demands. Lack of attention
to discussed questions in the risk assessment process
causes many challenges: 1) the number of noncritical resources rises, 2) the effect of the threat
could not be accurately calculated, 3) the output
of the risks is extremely close to each other and
makes it hard to detect significant risks, and 4) the
evaluation of the risk is too imprecise, and this leads
to a lack of proper risk management in the next step.
Taxonomy presented in this paper is a step toward
achieving high-quality ISRA. The old taxonomy
is one element of our proposed taxonomy. In the
current study, we discovered other important elements that should be considered in risk assessment.
Our objective is to provide organizations with an
overview of the various techniques used to evaluate
risks. This can help them conduct risk assessment
successfully.
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